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Abstract:

The objective of the FARAMIR project is to research and develop techniques for increasing the radio
environmental and spectral awareness of future wireless systems. Radio Environment Maps utilized
by Cognitive Radios form the foundation of the work, which is further complemented development of
new spectrum sensing techniques, data processing algorithms, and applications such as radio resource
management solutions. The project aims to take a practical approach and prototype the project
innovations showing their real-world value in radio resource optimisation. Additionally, extensive
spectrum measurements will be conducted at several locations in Europe to provide a valuable basis
for spectrum modelling and increase the understanding how spectrum use changes in time, frequency,
and space. The purpose of this State-of-the-Art review document is to survey earlier work in the field
with respect to the above issues, and specifically to highlight areas in which further research or
measurement work is needed. The document will also serve as a guide to the relevant literature,
seeking to present key concepts and research results in a harmonized manner. As a part of this effort
extensive list of terminology has also been collected and reported in this document.

Keywords: Cognitive Radio, Cognitive Networks, Radio Environment Maps, Spectrum Sensing,
Spectrum Sharing, Resource Management, Spectrum Measurements, CN Testbeds, Regulatory issues
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1 Introduction

Cognitive Radios (CR) and their resulting Cognitive Wireless Networks (CWN) have recently
become one of the most intensively studied paradigms in wireless communications. In this report we
take “cognitive radio” to mean a context-sensitive and adaptive radio, as originally defined in
Mitola’s seminal work, capable of observing its environment and configuring itself optimally for
whatever communications task is at hand. An important specific application often associated to
cognitive radios is Dynamic Spectrum Access (DSA). The classical meaning of DSA is the (re)-use of
licensed radio frequencies by cognitive radios (“secondary users”), provided that the license holder
(“primary user”) is not using those frequencies at a given time or in a given region of space, thus
leaving that portion of the spectrum temporarily empty and available for the secondary user. Work
on DSA has in fact become so prominent that DSA is often taken as the defining characteristic of a
cognitive radio. However, this is a limiting view since it would rule out many of the interesting
application areas for cognitive-radio technologies in, for example, self-organizing wireless networks
such as emerging femtocell deployments. Thus, although the project is strongly emphasizing DSA
scenarios, we will also explore applications of the general cognitive-radio principles in various other
wireless network types, including classical mobile wireless networks.

For both general cognitive radios as well as for cognitive devices limited to basic DSA,
environmental (radio) knowledge can be used to significantly enhance the associated decision-
making and resource-management processes. Information on location of transmitters, propagation
conditions, or activity patterns of different transmitters can all be used to help make decisions on
transmit power and modulation to be used, to guide the sensing process in DSA scenarios, or to
choose appropriate MAC layer parameters, to name a few examples. The key objective of the
FARAMIR project is to enable and enhance the gathering, storing and applying of such
environmental information in the context of cognitive radios and DSA networks. Towards this
purpose, Radio Environment Maps (REMs) are emerging as the main enabling technology in this
process, acting as a broad database in which environmental information is stored and processed, and
from which it can be subsequently accessed by various interested parties and users (for example,
cognitive radios, but not only those).

While the REM concept has appeared in the research literature before, there has been very little
concrete engineering design towards actually deployable and implementable solutions, a situation
FARAMIR seeks to remedy. On the other hand, there has been a large volume of good research and
development work for many of the enabling technologies for REMs such as spectrum sensing and
modeling of environmental data, as well as the various applications of data stored into the REMs. The
objective of this state-of-the-art (SoA) review document is to provide a comprehensive summary of
this work, especially focusing on these enabling technologies, in order to serve as a foundation for the
successive work to be done in the project. There exist already a number of review articles in cognitive
radios and specific enabling technologies such as detection technologies, and, moreover, several
recent books have been published [1]-[5]. We avoid duplicating too much of the existing work in this
deliverable, thus if publicly available review material is already available we mostly refer the reader
to that material. However, there are some specific areas, such as REMs, which are not adequately
covered by the existing introductory material and this deliverable aims at to correct those issues for
the benefit of the project.

The report is structured as follows: in Sections 2 and 3 we first provide a concise overview of
some of the key usage scenarios for cognitive radio technologies and DSA networks. The objective of
this part is to highlight the diverse applications that REMs can enable, both in dynamic spectrum
access networks as well as in general cognitive wireless networks, and to set up terminology for the
rest of the document. We then move on to discuss the role of REMs in the selective scenarios
presented in Section 4, specifically focussing on the types of information to be stored in them, as well
as challenges in designing and implementing REMs for different application scenarios. The rest of the
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report, namely Sections 5 to 9, will then review the SoA of the different enabling technologies related
to either providing information into REMSs, processing it, or applying it in different resource-
management tasks. Related testbed activities, measurement campaigns on spectrum use, as well as
standardization activities connected to REMs are also discussed in these Sections. Due to the space
limitations and the need to keep a reasonable focus, these Sections concentrate on a carefully selected
subset of all the possible topics, giving references to other reviews where needed to complete the
picture. The report is finally concluded by a summary of the key findings in Section 10, especially
highlighting areas in which new research needs to be carried out in order for the project to be able to
reach its goals.

Key contributions of this document are reviews of many of the CR- and REM-related
technologies not covered yet in detail in earlier review papers (as far as we are aware). These include,
for example, detailed discussion on the different aspects of general radio environment map
architecture design and the related data processing issues, as well as new concepts injected into
spectrum sensing such as directionality, and neighbourhood-based approaches. This document will
also serve as a handbook of terminology (given in Annex I) and concepts for the project in order to
ensure consistency and clarity for future research reports.
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2 Scenarios and Usage

Before entering into a deeper technical discussion on cognitive radios, radio environment maps
and their various technical enablers, we shall briefly look into some of the key usage scenarios for
these technologies. State-of-the-art scenarios for the use of cognitive radio are described in a number
of standardization efforts, [6]-[10], and ongoing (European) research projects [11], [12] along with
other non-profit corporations [13]. As a common element, all these usage cases implicitly pre-suppose
a reconfiguration ability (“reconfigurability”) of the radio equipment (either at the network side or at
the terminal side, or both) in terms of parameters such as operating frequency, bandwidth, or Radio-
Access Technology (RAT).

In general, the different scenarios are based on three basic area of classifications or viewpoints
that dominate the use of DSA and Cognitive Radio systems either as limitations or opportunities.
These classification areas are:

e Regulatory and license rule issues;

e Economical considerations and business models, including the services to be offered; and

e Technological possibilities and opportunities.
There exists a quite large amount of literature to consider these different aspects, especially in the
domain of regulatory and economical impacts [14]-[24]. Also some European projects, such as
recently started QUASAR-project, are assumed to tackle this problem space. The explicit scenarios
and the classification are not critical for FARAMIR, except to specify prototypes and exploitation
models. This is so because FARAMIR is focused mostly to providing enabling technologies that are
applicable for most of, if not all, possible scenarios covering the above classification areas. This is
particularly true for REM, spectrum detection and directional awareness systems. Nevertheless, in
order to set the scene for the following sections, we present a selection of key usage scenarios for
cognitive radios.

Regulatory issues are dominantly present in any discussion on cognitive radio. Therefore, in the
following we categorize the various usage cases and scenarios according to the licensing policies
relating to the relevant frequency bands. This classification aligns to a large extent with those made in
[6] and [7].

2.1 Dedicated Spectrum (Licensed) Scenarios

In this class of scenarios, all relevant spectrum is assumed licensed. In particular, one or more
operators are each assigned exclusive rights for the use of dedicated portions of radio spectrum.
Examples that belong to this group are scenarios in the ETSI RRS draft report [6], the scenario in
Annex A of IEEE standard 1900.4 of the SCC-41 [7], and the scenarios given in the ITU report [8]. All
of these scenarios fall into a smaller number of general classes, characterised by the following usages
of cognitive radio technologies.

Software defined multiradio in (end-user) mobile devices: This scenario assumes that software-defined
multi-radio technology is used to realize reconfigurability of radio equipment in mobile devices (end-
user terminals). A reconfigurable radio is capable of, among other things, scanning the radio
frequencies and making an autonomous selection of radio (access) technology based on user
preferences.

Radio (access) technology selection in composite wireless networks: In this scenario, an operator utilizes
multiple radio (access) networks in different frequency bands all assigned to the operator under
existing regulation, and that operator wishes to combine all these individual radio networks into a
single composite network. By monitoring the traffic load on these different radio networks, the
cognitive network management system can decide on the assignment of users to different radio
(access) technologies in a dynamic manner, something which leads to optimal use of the composite
capacity of the frequency bands. This scenario is also applicable to a situation where the radio
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networks are not owned by a single operator but several operators wish to cooperate in order to
manage their composite radio networks jointly and efficiently.

Radio resource usage optimization in composite wireless networks: In this scenario, one or more
operators own multiple radio-access networks in different frequency bands. Radio nodes on the
network side of these radio access networks as well as the terminals are often assumed to have
reconfiguration capability via, for instance, software-defined radio technology. These reconfigurable
radio nodes on the network side dynamically adjust their operational parameters and/or radio
resources in order to meet some predefined objectives (e.g., increase capacity and improve QoS) and
according to current radio regulations. The same general principles can, however, be applied also in
the case of legacy Radio Access Networks (RANs), either in centralised fashion, or arranging decision
making on reconfiguration of terminals to be performed in a distributed manner in order to optimize
radio resource usage and improve QoS.

Cooperative spectrum access between operators: In this scenario the emphasis is not in reconfiguration
or management of the networks of the individual operators, but enabling more efficient resource
usage, and especially spectrum usage, between operators. Techniques relevant to this scenario
include a variety of dynamic spectrum sharing schemes, such as market-based mechanisms, spectrum
brokers, etc.

In summary, the key objective in this class of usage cases is the optimization of the radio resource
among different operators and/or among different radio-access networks. The usage case A.3 in [7] as
well as case 4 in [8] describe examples where, by appropriately reconfiguring terminals connected to
different networks, an originally unbalanced usage of radio resources can be improved. Figure 1
illustrates the idea.

1 CWNof | E CWN of operator B ! 1 CWNof | E CWN of operator B !
:operatorAi ! 1 After :operatorAi ! 1
'[NRMA] i1 [NRmB| | reconfi- ) iIRRMA] i [NRMB]
: o | guration ' o i
i [RANT] i i [RAN2] [RAN3] | | decision | |[RAN1]:i[RAN2] [RANZ]!

£ £
E D E D
g g+ F2 F3 g g+t F2 F3
=] =}
& &
Terminal 1 Terminal 2 Terminal 1 Terminal 2
|TRM 1] |TRM 2] |TRM 1] | TRM 2]

used part of frequency band
assigned frequency band E

unused part of frequency band

Figure 1: Example of radio resource usage optimization [7].

Based on what is referred to as context information (essentially, any piece of information other
than policies needed for decision making on the optimization of radio resources), a network
reconfiguration manager establishes at any point time a desirable distribution of the radio resource
usage over these different networks and/or over different operators.

2.2 Shared (License-Exempt) Scenarios

This class of scenarios and usage cases is associated with license-exempt spectrum. Users access
the spectrum autonomously, whenever and wherever they wish. This kind of spectrum-sharing
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already exists in the ISM bands where, for example, equipment for the IEEE 802.11, DECT and the
Bluetooth standards all access the same spectrum. The introduction of cognitive concepts in these
systems seems therefore rather straightforward. The usage case U.1: “Cognitive radio networks on
unlicensed bands” reported in [6] describes this scenario.

Internet

»streaml  e——b stream2 - > stream3 e -~ streamd  «—»streams.

wos StrEAMI 4= Stream2 =i streamd  «--» streamd  «—sstreams

Figure 2: Access-point network (left) and peer-to-peer network (right) along with the associated
improvement of the spectrum usage [12].

As an example, the “multi-radio home scenario” in the ARAGORN project [12] describes a vision
for the home of the future where residents are able to access a range of devices and services (e.g.,
media servers, PDAs and wireless printers, DVD players, home security cameras and game consoles
and even coffee machines and fridges). Figure 2 illustrates this scenario. With a current access-point-
type home network based on, for instance, IEEE 802.11 technology, many problems may occur that
may be suitably avoided when a cognitive system based on peer-to-peer communication is deployed.

When communication via the access point is avoided, an immediate result is a doubling of the
spectral efficiency, but beyond this obvious advantage, a cognitive approach would result in more
benefits. Available spectral resources can be used more efficiently, interference can be adaptively
avoided, resource utilization can be optimized to the required quality-of-service, etc.

2.3 Opportunistic Scenarios

This class of scenarios is based on the notion of Primary Users (PU) and Secondary Users (SU) of
spectrum. Here, primary users are those that own licenses for dedicated parts of the spectrum.
Secondary users are those who, without license but under a distinct regulation regime, are allowed to
access the spectrum licensed to the primary users. Typically, this distinct regulation regime is based
on the secondary system’s capability to use the relevant spectrum bands without causing interference
to the primary users. This is precisely what has been termed DSA before.

Users of a secondary cognitive radio system dynamically access the spectrum either as an
underlay system or as an overlay system. Some authors also add a third category called interweave
systems. In an underlay system the secondary user is allowed to transmit provided that a constraint
on the total interference power experienced by the primary is satisfied. Technologies such as Ultra-
Wideband (UWB) are often proposed as a communication method of choice for the secondary users in
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this context. Authors using division into two categories (underlay and overlay) define an overlay
system by requiring that the secondary users continuous sense the spectrum to assess whether the
primary user is using it at given time, place and frequency. If no primary user is detected, secondary
user can transmit. Other authors use the term interweave system for such technologies, and say that
an overlay system instead is characterised by the fact that it enables simultaneous use of the spectrum
by primary and secondary user simultaneously using, for example, cooperative relaying and coding
techniques. The term collaborative system could also be used.

Scenarios that belong to this group have been given by several organizations and projects, such
as ETSI RRS [6], SCC-41 [7], ITU [8], IEEE 802.22 [9], the SENDORA project [11], and the SDR-Forum
[13]. Many of these mirror those of the license-exempt bands, with the natural distinction that in
addition to network optimization tasks CRs have to carry out one of the dynamic spectrum access
functions discussed above. Common scenarios include networks of ad hoc type operating in licensed
bands in opportunistic manner, and the closely related tactical military networks. For civilian use
emergency networks have also often been mentioned as a key application scenario, in which DSA and
network optimization and self-organization are required to cope with high degree of dynamics and
hostile propagation conditions in the network. Finally, cognitive home networks operating in DSA
fashion form a major potential application area, especially related to reuse of frequencies originally
assigned to broadcasters. Such a scenario is of course closely related to the “multi-radio home
scenario” discussed above.

A first solid example of a practical scenario is that of the IEEE 802.22 standard, illustrated in
Figure 3. This standard aims at “using cognitive radio techniques to allow sharing of geographically
unused spectrum allocated to the TV broadcast service, on a non-interfering basis, to bring broadband
access to hard-to-reach low-population-density areas typical of rural environments” [25]. A base
station according to this broadband access standard can serve up to 255 fixed units (homes) within a
rural area of typically 25 km in radius (up to 100 km). Again, this will be the basis for all DSA
reporting in the document.

Primary Network E
A

Cognitive Network

queries on
spectrum
.. availability

Wireless Sensor\Network

reports on
spectrum
availability,

Figure 3: Conceptual illustration of the coexistence of
a (secondary) cognitive network and a (primary) licensed network [11].

A second example is public-safety communications systems described in [13]. In that report, the 7
July bombing of the London underground is analyzed in order to “envision how evolving cognitive
(radio) technology could enhance the ability of responders in the future to communicate more
effectively and efficiently than available technology allowed”. Among the four examples of how
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cognitive technology could be used in such situations, the second (dynamic access of additional
spectrum) is of particular value in our context. This usage case identifies communications difficulties
resulting from the sheer volume of calls on the voice communications network (mobile phones).
Dynamic spectrum access could, according to [13], be a solution in such a scenario of capacity-
limitations. This then involves the employment of spectrum bands that are normally not used by the
mobile phone system. One way to identify un-used or under-used spectrum is to monitor the
spectrum use in frequencies not licensed to the network and to reconfigure the network and the
subscriber equipment to use that spectrum (in emergency situations only).

2.4 Other Possible Scenarios

Here two other possible scenarios, namely cognitive femtocells and vehicular CR networks are
described for a potential CR network deployment and usage.

2.4.1 Cognitive Femtocells

Femtocells [26], also known as home base stations, are consumer-installed, low-power, short-
range access points used for increased indoor cellular coverage to provide high data rates for cellular
users. Femtocells are usually connected with the macrocell (BS) through a broadband wired
connection such as cable or DSL line, or through a wireless back haul link. In cognitive femtocells,
determining a spectrum sharing strategy for a femtocell to share the spectrum allocated to its
corresponding macrocell is a crucial issue, whether on an orthogonal basis (where the femtocell and
the macrocell share different sections of the allocated spectrum to the macrocell) or on a non-
orthogonal basis (where the femtocell reuses the spectrum allocated to its macrocell). The obvious
trade-off between these two strategies is increased cell capacity versus increased interference between
the macrocell and femtocells, and among the different femtocells.

While the spectrum is licensed in traditional macrocell and femtocell deployment and the notion
of primary and secondary users is not exactly applicable, cognitive femtocells may operate
opportunistically within the macrocell allocated spectrum. By employing spectrum sensing on the
macrocell spectrum band, femtocells can identify channels that are not being utilized by the macrocell
at the moment and use these channels for their own transmissions, i.e. operating on a non-orthogonal
spectrum basis with the macrocell and thus saving valuable spectrum resources. One might think that
macrocells could inform the femtocells about the channels being used in their vicinity, but such a
solution will introduce significant overhead to the macrocell, especially in view of the fact that
femtocells are usually installed by the consumer and can be randomly placed, thus it might be
necessary that interference coordination be performed in a decentralized fashion.

In this regard, the deployment of CR femtocells is a spectrally efficient way of utilizing the
macrocell allocated spectrum. Cooperation between the different femtocells within a certain macrocell
is vital for interference avoidance and efficient spectrum sharing. Since the transmission range of CR
femtocells is limited, cooperative relays for self-coexistence of multiple CR femtocells is required for
effective cooperative spectrum sharing. For example, two nearby femtocells might observe different
channel availability in a macrocell allocated spectrum. In order for these two femtocells to optimally
utilize these vacant channels, they need to use an interference-aware resource allocation scheme in
order to avoid interference to each other and to the macrocell. They can also rely on cooperative
relays to further improve spectrum utilization with other femtocells outside their transmission range.

2.4.2 Vehicular Cognitive Radio Networks

Vehicular communication networks have received wide attention in the past decade as a way to
support interesting applications such as driving safety, accident avoidance, and in-car infotainment,
among others. Here we consider vehicular CR networks, where vehicle-to-vehicle (V2V) and vehicle-
to-roadside (V2R) infrastructure communication is carried out opportunistically over some vacant
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spectrum (“white-space”). Figure 4 depicts a typical deployment of such networks in a TV band
white-space. The white-space in the UHF band made available due to the recent Digital Television
(DTV) transition is of special importance for such an application due to the favourable propagation
characteristics of UHF frequencies as compared to the 5.9 GHz band currently allocated for vehicular
communications under the Dedicated Short Range Communication (DSRC) framework. The fact that
this TV band occupancy changes from one geographic location to another has an added benefit that
guarantees the continuous availability of vacant spectrum thus maintaining network connectivity,
especially for vehicles moving along freeway corridors. Moreover, interference to co-existing PUs can
be avoided by implementing low power transmission, which also conforms with the FCC restrictions
on CR portable/personal devices to limit their transmit power to levels below 100 m\W .

Due to high mobility of vehicles, vehicular CR networks face more challenges compared to fixed
CR networks. Specifically, fast cooperative spectrum sensing schemes are needed as a result of the
rapidly changing spectrum occupancy and vehicle mobility. As vehicles may be blocked by buildings
or mountains, the cooperative sensing scheme is required to reduce the sensing delay and improve
PU detection in such correlated shadowing environment. In addition to the fast wideband
cooperative spectrum sensing, the frequency agile non-orthogonal transmission technique is used to
both satisfy bandwidth requirements and adapt to the rapidly changing environment. As shown in
Figure 4, vehicles and roadside infrastructure are used as cooperative relays for spectrum sharing
when spectrum heterogeneity is observed. A resource allocation scheme is needed for vehicles to
optimally share rapid switching channels as the result of high mobility. In addition, fast cooperative
spectrum sensing and sharing algorithms for high mobility vehicular CR networks are required to
reduce the aggregate interference and to detect PU activity in vehicular CR networks operating in the
UHF white-space as PU receivers of the mobile ATSC DTV system known as ATSC-M/H.

«, TV Station
l ———p PU Transmission

<+—— CR Transmission

[] Roadside infrastructure

TV Station

Figure 4: Typical deployment of vehicular CR networks in TV band whitespace.
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3 Cognitive Radios, Enabling Technologies and Applications in DSA

3.1 Cognitive Radios in General

As mentioned, the original definition of a cognitive radio given by Mitola is that of a smart,
context-sensitive radio, capable of learning and adapting across the protocol stack under varying
environmental conditions [41]. The operation of a cognitive radio is typically assumed to follow the
cognitive cycle depicted in Figure 5, also originally defined by Mitola. Any CR following this cycle
gathers observations from the outside world through different types of sensors, which is then
followed by orientation, planning of possible courses of actions, making decisions between the
different choices, and then carrying out the decisions made. While this “outer loop” is processed, the
CR also learns of the outcomes of its decisions and sensory inputs from the outside world and keeps
updating its world model, thus representing its perception as to how the environment and its
relations to other radios would be affected by the different actions undertaken. The cognitive cycle
also features a number of provisions for carrying out urgent decisions and actions, should the sensory
inputs and the world model indicate that such quick actions are required.

Pre-process
Parse

Observe

Outside world

Figure 5: The cognitive cycle (adapted from [41]).

Clearly this original definition of a cognitive radio is very general, applicable to a vast number of
scenarios, some of which we have mentioned in the previous Section. In Mitola’s original work the
observations, for example, were not specifically focused on radio spectrum only but also included
other sensory inputs such as sound, images from cameras, speech recognition and geo-location.
Similarly, planning and actions were not limited to the radio domain, but rather encompassing the
entire protocol stack. Thus, general cognitive radio should be seen as an adaptive, self-organizing
architecture for holistic resource management in wireless networks, an entity capable of adjusting its
own behaviour through learning. This is also the viewpoint adopted in the FARAMIR project.

The support of cognitive cycle requires a number of different enabling technologies, and we shall
now give a short list of the key enablers considered in the project, which will be further detailed in the
following Sections. We begin from the “observe” state. A cognitive radio can observe a number of
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different aspects of its environment. The most commonly cited example is the classical radio
environmental information obtained through some kind of spectrum sensor. Typically a spectrum
sensor would measure characteristics such as total received power over a range of frequencies, or
presence of signals transmitted by particular technologies or certain families of digital modulation
schemes. This spectrum sensor (or analyzer) could also be implemented either on an individual CR
through a hardware component, or can be based on cooperation between several CRs in the
neighborhood. The observations could also be done by means of explicit communication between
different radios, for example, some transmitters explicitly sending control information on the
frequencies being used.

As already mentioned above, cognitive radios can in general make observations regarding not
only spectrum, but other contextual information as well. Geo-location information in terms of either
absolute coordinates or relative positions is a common example, with direct application in various
radio-resource management problems. Any localization or tracking framework can be used as source
of such data, as could be satellite-based systems such as GPS, or short-range localization methods
based on wireless communications. Further types of sensors that can provide observations to CRs
include audio/visual ones, present on numerous platforms, as well as accelerometers and gyroscopes
that can be used to assess, for example, imminent changes in location and thus in propagation
environment.

The orientation stage is related to processing of the information obtained from the different
sensors, and integrating that with any prior knowledge in order to update the estimate of the state of
the system and its environment. Depending on the diversity of the sensing information and prior
knowledge available, numerous different state estimation and learning mechanisms can be used in
the orientation state. For example, further processing of information obtained through spectrum
sensors can be fused with location information to make logical conclusions whether certain
transmitters are active or not. Depending on the change in state, the CR shifts either to the planning
stat, or, in case urgent reaction is required, to the decision state. The key difference between these two
states is typically the level of real-time performance the associated algorithms are needed to exhibit.
For example, appearance of a new client in a cognitive femtocell network could trigger an urgent
connection admission control and resource assignment routine, whereas in planning the state
parameters of power control algorithms, this could be adjusted in an outer control loop at a more
relaxed pace. In any event, typically all the radio resource management algorithms in realizable
cognitive radio systems and cognitive wireless networks would be expected to reside in these two
states.

Following the decision making state, the CR should potentially act according to the decisions
made. Actions here would typically relate to change in any of the tunable parameters across the entire
protocol stack, including selection of protocols to be used, and actual links or end-to-end connections
established to other nodes. In case the CR is implemented on a software-defined radio platform,
actions could also include extensive reconfiguration of the waveform used.

Finally, at the centre of the cognitive cycle is the learning state. Here, the cognitive radio or a
cognitive wireless network updates the different models it has constructed on the environment, on
the properties of other radios, and on the dynamics of its own state. The key focus in FARAMIR
regarding the learning state is the storage and processing of this environmental and state information.
As discussed in the Introduction, Radio Environment Maps will form the common framework for
storing, processing and exchanging such information. The main research issues and challenges
related to REMs will be discussed at length in Section 4, thus we shall not enter into that discussion
here. Algorithms needed for the learning process include statistical analysis and long-term modeling
of the environment based on sensor readings, as well as on responses in those readings to actions
chosen to be carried out in the decision stage. Techniques and theory such as machine learning also
play a key role here.

The above discussion on CRs and enabling technologies has thus far been conducted on a
general level, applicable to a wide variety of scenarios and autonomous network optimization tasks,
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and without explicit focus or specialization on spectrum management problems. One of the key areas
in which cognitive radio concepts have attracted considerable interest is precisely management of
radio spectrum, and more specifically the opportunistic spectrum use of unused licensed frequency
bands. For example, DARPA’s NeXt Generation (xG) program has aimed to implement policy-based
intelligent radios [34]-[38] precisely in this fashion. Due to its prevalence in the literature, we shall
now briefly discuss how cognitive radio principles are typically applied for opportunistic access.
Nevertheless, we once more note that even though opportunistic spectrum use and dynamic
spectrum access are important topics for the project, they are by far not the sole focus of FARAMIR.

3.2 Cognitive Radios for Dynamic Spectrum Access

The CR technology in the context of DSA will enable the users to (1) determine which portion of
the spectrum is available and detect the presence of licensed users when a user operates in a licensed
band (spectrum sensing), (2) select the best available channel (spectrum decision), (3) coordinate
access to this channel with other users (spectrum sharing), and (4) vacate the channel when a licensed
user is detected (spectrum mobility). Focussing on these functions results in a simplified version of
the full cognitive cycle shown in Figure 6 below.

Radio Environment

RF
Stimuli

Transmitted
Signal
Spectrum
Mobility

Primary User
Detection

Spectrum
Sensing

Decision
Request

Spectrum Spectrum Hole

Sharing

Channel
Capacity

Spectrum
Decision

Figure 6: Specialization of the cognitive cycle to the dynamic spectrum access case [36].

The states in this simplified cognitive cycle defining the spectrum management process consists
of four major steps [37]:

1. Spectrum Sensing: A CR user can only allocate an unused portion of the spectrum. Therefore,
the CR user should monitor the available spectrum bands, capture their information, and
then detect the spectrum holes.

2. Spectrum Decision: Based on the spectrum availability, CR users can allocate a channel. This
allocation not only depends on spectrum availability, but it is also determined based on

internal (and possibly external) policies.

3. Spectrum Sharing: Since there may be multiple CR users trying to access the spectrum, CR
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network access should be coordinated in order to prevent multiple users colliding in
overlapping portions of the spectrum.

4. Spectrum Mobility: CR users are regarded as "visitors" to the spectrum. Hence, if the specific
portion of the spectrum in use is required by a primary user, the communication needs to be
continued in another vacant portion of the spectrum.

However, compared to the full cognitive cycle, the loop is missing a few important components.
One is an overarching goal, which should feed in from outside the loop and guide the orientation and
decision components by providing a context in which to make a decision. Another missing
component is a learning module, which prevents mistakes from previous iterations from being made
on future iterations.

The spectrum management framework for CR network communication is illustrated in Figure 7.
It is evident from the significant number of interactions that the spectrum management functions
necessitate a cross-layer design approach. We shall provide a detailed review of the different
spectrum sharing approaches for cognitive radio, both for DSA and general applications in Section 6.

QoS
Application Control Requirements
< » Application < »
Handoff Delay, Loss Reconfiguration
ot P Transport < P
Routing Routing Information/
Spectrum ; . Spectrum
o Information Reconfiguration o
Mobility |« P Network Layer « »  Decision
Function Link Scheduling Function
Layer | Spectrum Information/
Delay | Sharing Reconfiguration
< > Link Layer + sk >
Sensing Physical Layer Spectr_‘um h Sensing
y Information Sy Information 'y
/ Reconfiguration

Handoff Decision, Current and Candidate Spectrum Information

Figure 7: Spectrum management framework for cognitive radio networks (from [36]).

Once a radio supports the capability to select the best available channel, the next challenge is to
make the network protocols adaptive to the available spectrum. Hence, new functionalities are
required in a CR network to support this adaptivity and to enable spectrum-aware communication
protocols. The components of the typical CR network architecture when applied to DSA, as shown in
Figure 8, can be classified in two groups as the primary network and the CR network. Primary network is
referred to as the legacy network that has an exclusive right to a certain spectrum band. Examples
include the common cellular and TV broadcast networks. On the contrary, CR network does not have a
license to operate in the desired band. Hence, the spectrum access is allowed only in an opportunistic
manner.
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Figure 8: CR network architecture for dynamic spectrum access applications (from [36]).

The followings are the basic components of primary networks [38]:

Primary user: Primary user (or licensed user) has a license to operate in a certain spectrum
band. This access can only be controlled by the primary base-station and should not be
affected by the operations of any other unlicensed users. Primary users do not need any
modification or additional functions for coexistence with CR base-stations and CR users.

Primary base-station: Primary base-station (or licensed base-station) is a fixed infrastructure
network component which has a spectrum license such as base station transceiver system
(BTS) in a cellular system. In principle, the primary base-station does not have any CR
capability for sharing spectrum with CR users. However, the primary base-station may be
requested to have both legacy and CR protocols for the primary network access of CR users,
which is explained below.

The basic elements of the CR network are defined as follows [38]:

FARAMIR

CR user: CR user (or unlicensed user, cognitive radio user, secondary user) has no spectrum
license. Hence, additional functionalities are required to share the licensed spectrum band.

CR base-station: CR base-station (or unlicensed base-station, secondary base-station) is a fixed
infrastructure component with CR capabilities. CR base-station provides single hop
connection to CR users without spectrum access license. Through this connection, a CR user
can access other networks.

Spectrum Broker: Spectrum broker (or scheduling server) is a central network entity that plays
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a role in sharing the spectrum resources among different CR networks. Spectrum broker can
be connected to each network and can serve as a spectrum information manager to enable
coexistence of multiple CR networks [49], [50], [51].

According to the reference architecture shown in Figure 8, various functionalities are required to
support the heterogeneity in CR networks. In the following subsections, we give an overview on CR
network applications and architectures with respect to different types of heterogeneity.

3.2.1 Network Heterogeneity

The existing architectures can be classified in:

o Infrastructure-based (Centralized) Network: In this architecture, some powerful entity such as
base-station exerts ownership and control over the nodes within its range. The observations
and analysis performed by each CR user feeds to the central CR base-station so that decisions
can be made by the base-station on how to avoid interfering with primary networks.

e Ad-hoc (Distributed) Network: CR ad hoc networks (CRAHNSs) [36] do not have a central
network entity such as a base-station or an access point. Thus, each CR user should have all
functionalities for dynamic spectrum access. In this architecture, these functionalities are
executed either in a non-cooperative or in a cooperative manner.

e Mesh Network: Wireless mesh networks are emerging as a cost-effective technology for
providing broadband connectivity [52]. However, as the network density increases and the
applications require higher throughput, mesh networks require higher capacity to meet the
requirements of the applications. Since the cognitive radio technology enables the access to
larger amount of spectrum, CR networks can be used for mesh networks that will be
deployed in dense urban areas with the possibility of significant contention [53]. The
components of cognitive mesh networks are as follows:

- Cognitive Mesh Router: It serves as the Access Point supporting several users in a
residential setting or along the road.

- Cognitive Mesh Client: MCs are free to either associate themselves with a MR in a
cluster, or form their own ad-hoc network.

- Gateway: The mesh routers can be connected to the Internet or other wireless/wired
networks such as cellular and WiFi networks.
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Figure 9: CR mesh network architectures in a dynamic spectrum access scenario.

3.22 Access Heterogeneity

The reference CR network architecture is shown in Figure 9, which consists of different types of
networks: a primary network, an infrastructure based CR network, and an ad-hoc CR network. CR
networks are operated under the mixed spectrum environment that consists of both licensed and
unlicensed bands. Also, CR users can either communicate with each other in a multihop manner or
access the base-station. Thus, in CR networks, there are three different access types as explained next:

e CR Network Access: CR users can access their own CR base-station both on licensed and
unlicensed spectrum bands. Since all interactions occur inside the CR network, their spectrum
sharing policy can be independent of that of the primary network.

e CR Ad-hoc Access: CR users can communicate with other CR users through ad-hoc connection
on both licensed and unlicensed spectrum bands.

o Primary Network Access: CR users can also access the primary base-station through the
licensed band. Unlike other access types, CR users need an adaptive MAC protocol, which
enables roaming over the multiple primary networks with different access technologies.

3.23 Spectrum Heterogeneity

As explained before, CR network can operate in both licensed and unlicensed bands. Hence, the
functionalities required for CR networks vary according to whether the spectrum is licensed or
unlicensed. We classify the CR network operations as:

e CR Network on Licensed Band: There exist temporally unused spectrum holes in the licensed
spectrum band. Hence, CR networks can be deployed to exploit these spectrum holes
through cognitive communication techniques. This architecture is depicted in Figure 10,
where the CR network coexists with the primary network at the same location and on the
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same spectrum band.

There are various challenges for CR networks on licensed band due to the existence of the
primary users. Although the main purpose of the CR network is to determine the best
available spectrum, the interference avoidance with primary users is the most important issue
in this architecture. Furthermore, if primary users appear in the spectrum band occupied by
CR users, CR users should vacate the current spectrum band and move to the new available
spectrum immediately, called spectrum handoff.

Primary Base-Station

. CR
e Base-Station
Primary Network S

Dynamic
Spectrum Access

Primary User

CR User

CR User

Figure 10: CR network on licensed band with dynamic spectrum access (from [36]).

e CR Network on Unlicensed Band: Open spectrum policy that began in the industrial scientific
and medical (ISM) band has caused an impressive variety of important technologies and
innovative uses. However, due to the interference among multiple heterogeneous networks,
the spectrum efficiency of ISM band is decreasing. CR networks can be designed for
operation on unlicensed bands such that the efficiency is improved in this portion of the
spectrum.

The CR network on unlicensed band architecture is illustrated in Figure 11. Since there are no license
holders, all network entities have the same right to access the spectrum bands. Multiple CR networks
coexist in the same area and communicate using the same portion of the spectrum. Intelligent
spectrum sharing algorithms can improve the efficiency of spectrum usage and support high QoS. In
this architecture, CR users focus on detecting the transmissions of other CR users. Unlike the licensed
band operations, the spectrum handoff is not triggered by the appearance of other primary users.
However, since all CR users have the same right to access the spectrum, CR users should compete
with each other for the same unlicensed band. Thus, sophisticated spectrum sharing methods among
CR users are required in this architecture. If multiple CR network operators reside in the same
unlicensed band, fair spectrum sharing among these networks is also required.
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Figure 11: CR network on unlicensed band (from [36]).
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4 Radio Environment Maps

It is clear from the above discussion that both the spectrum sensing tasks as well as the other
resource-management decisions that cognitive radios have to face are highly dependent on the state
of the environment (radio-emission state, topological state, etc.). Much of the work on cognitive
radios has been based on making inferences about that environmental state solely at the time of
decision making, especially when focussing on dynamic spectrum access (or anything else of highly
dynamic nature). However, it has also become clear that any additional and temporally consistent
(i.e., long-term) knowledge of the environment can be used to significantly improve the accuracy and
performance of the decision-making process. Such information includes “typical” behaviour of other
transmitters in the area as well as propagation conditions, just to name a few examples, usually
assumed to be stored in a database-like system, locally or globally. The term Radio Environment Map
(REM) is typically used to characterize such a database, which implies that the information regarding
the radio environment is critical to have. The key to the REM design is to decide what type of
information must be stored and how this would be available to the various radios (CR or otherwise).

The REM, supported by distributed CR nodes and/or network infrastructure, is envisioned as
the large-scale navigator for CRs. It provides cognitive services to the associated internal networks as
well as a useful awareness of external networks such as non-cognitive legacy systems. REM covers
(but is not limited to) multi-domain environmental information such as geographical features,
available services, spectral regulations, location of various entities of interest (radios, reflectors,
obstacles) plus radio-equipment capability profiles, relevant policies and past experiences (Figure 12).
The REM information can be updated with observations from CR nodes and disseminated
throughout CR networks [54]-[56].

Radio Environment Data 1

Geographical Information

Service and Networks

P

| Characterization [~ i

)| REM
Integration
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Devices
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Figure 12: REM characterizes the radio scenario and
offers network support and prior knowledge (from [124]).
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Figure 13: Architectural diagram of REM-based CE for 802.22 WRAN BS (from [124]).

Different REM architectures could be classified as either global or local REMs, depending on
the origin, extent and the purpose of the information stored, and the scope this information can be
accessed from. A global REM would usually be implemented at least partially as a network back-end
system whereas a local REM would usually reside within the network of cognitive radios. The local
and the global REMs could also be integrated into some common frame and could exchange data
periodically in order to keep the stored information current (Figure 14). REM information (either
global or local) could be disseminated into the network using either via (a) dedicated control channel
or (b) sharing a traffic channel.

v Network

External Network . Support
~, _/ forCR

CR User
Equipment

Figure 14: Local and global REMs [54].

It stands to reason that cognitive wireless networks would benefit the most from an integrated
architecture including both global and local REMs, i.e., by combining information from these two
databases. The global REM, especially if implemented in back-end, could be used to store larger
amounts of data as well as to carry out more intensive computations, whereas local REMs would
improve responsiveness and decrease latency. Some of the example usage cases illustrating these
benefits are the following;:
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o The interference range of a CR in most cases is larger than the sensing range of its
radio. Thus the global REM could be used from the CR to “see” far beyond its sensing
range and improve environmental characterization. In [61] it is shown that the global
REM information about the positions of primary users improved the CR performance
by about 2-10 dB as compared to the case that only the local REM was used.

¢ Local REMs are restricted to limited time-scale measurements in comparison with the
global REMs that might contain measurements for larger time scales (ex. days, weeks,
months). This global REM recording of activities could be used from CRs as a
prediction of primary users’ activities in the near future.

¢ Local REM information, stored in the various CR nodes, could be exploited from the
global REM database. Actually, by combining all these measurements the global REM
can infer the over time changes in the environment.

4.1 Information stored in REMs

There are numerous different types of information that the REMs could store. The simplest
examples considered in the standards, such as IEEE 802.22, are transmitter locations and explicit
protection zones around them. Also localization information of cognitive radios themselves are
important both for assessing their relations with the protection zones, and for more general policy
issues. However, for most resource-management and channel-access decisions, many other types of
information could be relevant. Radio-propagation-environment information is one of the most
important ones. The environment (“channel”) is the determining factor for radio communications as it
attenuates all wireless signals that travel through it in complex ways. Various models are commonly
used to describe in a qualitative and quantitative manner the effects that the environment has on
radio communications. Some of the most common parameters that the radio propagation models use
are:

e Street width and building height (used in, for example, the Walfisch-lkegami
propagation model)

e Weather conditions

e Location and height of obstacles (e.g. building floor number is used to calculate the
building penetration loss)

e Vegetation and tree heights (used in, for example Weissberger’s model is used to
estimate the path loss due to the presence of trees)

e Antenna heights of the base stations (used by most propagation models such as the
Okumura-Hata model)

e Area type such as urban, sub-urban, highway, open rural, indoor, office, airport, etc.

Another type of information the REMs could store is the presence or absence of wireless services;
this is something that differs greatly from an area to another. For example, radio broadcasts are
usually found in areas where the population density is high. Thus, such services are usually present
in urban or suburban areas and not densely present in open rural areas. CRs can exploit the absence
of such services in an opportunistic spectrum-reuse manner, as mentioned in the above Section on
scenarios. Spectral regulations are also an example of heavily geographically-dependent information
that changes slowly and thus could easily be stored in a REM.

Information about the layout (“topology”) of primary and secondary networks would also be
useful in resource management and DSA-related decisions. In the REM case, “topology” is typically
used to describe the location and the connectivity of the nodes. For several applications in the
cognitive radio domain knowledge of individual node locations is not strictly speaking necessary.
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Instead, statistical description of locations can be used as well. For example, interference or total
received power is typically dominated by contributions from few of the closest transmitters. Thus,
distributions of the distances to the nearest neighbours can already be used as a basis for a number of
algorithms. Such distributions estimated from location data are examples of spatial statistics, methods
to describe the structure of locations without enumerating all the individual coordinates.

In general, cccording to [57], three types of topological information can be stored in a REM:

¢ Raw location data, either known precisely or estimated using localization techniques.

e Statistics of measurements, such as the pair correlation function of the node locations
[58].

e Models of the various phenomena arising in a network such as the formation of
connections.

Statistics and models have the advantage that they describe the raw data with only few
parameters (information-compression effect). In principle, this reduces the burden of storing large
volumes and eases the calculation requirements for decision-making purposes. Finally, such statistics
and models ease the burdening of the limited wireless resources as less information need be
transferred between network nodes.

The activities of PUs can provide further insights into the radio environment. In [59] the authors
show that the spectrum use is clustered in the frequency domain, which might prove valuable for
making approximate predictions for opportunistic spectrum use. Although the individual user
activities are obviously important in any decision-making process, there is no straightforward way of
storing such information. Brute-force storage of raw measurement data is impractical as the volume
increases very quickly. Ref [60] provides a partial answer to this problem by proving that spatial
statistics and random fields can be used instead to model spectral maps, thus reducing the volume of
needed and stored data.

4.2 Challenges in applying REM data

One of the key challenges in REM design and applications thereof is dealing with various
imperfections inherent in the data and in accessing them. In the global REM case there is always a
time period needed for this global REM information to be transmitted to the entire network. This time
period is referred to as “dissemination delay”. This delay is due to several factors such as the time
needed to acquire a channel for transmitting data, capacity limits of the information-relaying channel,
or just finite buffers of nodes [61], [62]. Another issue is due to possible node mobility. CRs as well as
PUs have the option to move towards any direction they wish. Thus, when a PU moves previous
information concerning the primary user’s position will result in an improper transmit power
adjustment. In references [61] and [62] the authors show that as the PU moves faster, the greater the
SINR degradation becomes (Figure 15).
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Figure 15: Averaged SINR degradation comparison under various PU moving speeds [61].

The sensing process itself also suffers from various limitations. Sensing with great accuracy is
usually a complex and expensive feature. Therefore, practical sensors (either residing within the CR’s
or independently) must resort to coarser resolution bandwidth sensing which tends to misclassify
spectrum usage. For instance, a coarse resolution of 300 KHz will misclassify white spaces of few tens
of KHz. The sensing sweeping time must also be kept as short as possible for a good spectrum-usage
assessment. This is in addition to the fact that the sensing process must stop when the CR transmits
data to receivers that do not possess a separate sensor. Unfortunately, for an accurate REM, a very
short sweeping time is needed which leads to huge amount of data (a volume hard to handle). So the
necessary compromise between the sweeping time and the amount of data collected will further lead
to imperfections in the REM information. The radio environment itself is also usually highly dynamic
and therefore its parameters (such as shadowing or fading) fluctuate over time. In general the true
benefits of employing REMs in different applications will also depend on both the quantity and the
quality of the measurements. “Quantity” refers to how much information is needed while “quality”
refers to what is the acceptable estimation error in the measurements. The requirements in
measurement quantity and quality depend on the type of problem at hand. The quantity
requirements could be expressed in terms of space or/and time resolution requirements. For example,
in a TV station measurement scenario, the required space resolution would be to take measurements
every few kilometres while in a commercial wireless network case the requirement would be to take
measurements every few meters. Moreover, the time resolution requirements depend on what needs
to be tracked; thus, this may vary from ms time scales to seconds. For an interesting discussion on
such space-time models and metrics specifically focussing on spectrum sensing, see [63].

4.3 Examples of key application areas of Radio Environment Maps

When understood in the general perspective discussed above, REMs apply to a number of
application areas beyond simple geo-location-based channel availability assessments. Few of the most
promising ones are listed in the following.

Network initialization: REM databases could be used to reduce initialization time. This is the time
period needed by a just-turned-on cognitive radio in order to gather radio information and to become
aware of the radio environment. When a CR turns on, it could get fresh REM information or update
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an older version it might have. The REM information could be obtained from the closest neighbour or
from a central “entity”. This new version of the REM contains measurements of the past which are
valuable for the CR as it must rely on the past to predict the future.

Spectrum sensing: This is a power- and time-consuming process. Usually a CR must search for
empty/idle spectrum bands in a wide frequency range. The REM contents of spectrum usage could
reduce the time and the power consumption of the spectrum sensing process. For example, previous
REM experience that some frequency bands have very high spectrum occupancy could lead to
excluding those zones from the sensing process.

Improving PU protection and detection: The CRs operate on the assumption that they will not
interfere with PUs. So, secondary users need to deal with problems like the hidden node one. In the
hidden node problem a secondary user interferes with the transmission of the PU as it cannot sense
the presence of the latter. Even though cooperative spectrum sensing mechanisms are useful in
minimizing the effects of this problem, still past experience (for instance, where a hidden node was
located before) properly integrated into the REM could be used for improving the protection of the
PUs. Furthermore, statistical analysis could be used on the REM data to derive patterns such as duty
ratios, channel reputations and dynamics in duty cycle. This analysis is the first-step for the
calculation of the possibility of causing interference to PUs. Also, detecting the PUs’ existence is not
always easy due to several factors such as receiver noise,) signal attenuation and multipath fading.
REM information could improve the detection rate of PUs by adjusting the detection threshold. For
example, if a CR is behind a building, then a REM-based approach can adjust the detection threshold
to account for the extra losses due to building penetration loss. In [65] the author assumes that the
probability of the PU transmission is known (as it can be calculated using data from REM). Thereafter
the a priori probability of the PU transmission is applied to dynamically adjust the threshold of the
energy-detector.

Resource management and network optimization: REM-based approaches could also be used for
Radio Resource Management and Optimization applications. For example, in a femtocell-based
cognitive radio scenario, the REM could use the information about the environment to reduce the
interference or adjust the wireless emissions inside an apartment.

Performance evaluation and source of models: Performance of future CRs could be predicted only
under the emulation of CRs in a more realistic virtual environment. An REM-based environment is
the most promising candidate toward the realistic performance evaluation and testing of CRs. In a
sense, REM databases could be used as inputs for virtual-radio-environment generation.

4.4  Interference Cartography

Interference/spectrum cartography as introduced in [66], [67] combines measurements
performed by different network entities (mobile terminals, base stations, access points) with the geo-
location information and applies simple and effective spatial interpolation techniques to achieve a
map which indicates the level of interference experienced at each mesh over the area of interest. This
is a concrete example of application of spatial statistics techniques to wireless communications as
discussed also in [57], [60].

As stated in [67], since interference is the major actor in any wireless network operation, almost
every network management scheme uses interference information to guarantee a satisfactory level of
performance. Thus, interference information already exists in wireless networks through periodic
and/or event-triggered measurement reports provided by different network entities. The concept of
interference cartography aggregates the pieces of interference information measured by entities of
several different wireless networks at a central unit, combines this aggregated information with geo-
localization information, performs advanced signal processing techniques to render the information
complete and reliable and finally updates the information to provide a viable picture of the
environment for efficient detection, analysis and decision.
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The idea of constructing a geo-localized information database presented in the Radio
Environment Map is similar to the idea behind interference cartography. However, the classical
vision of REM relies only on reported measurements in database construction whereas the proposed
concept constructs the cartography from partial measurement data using advanced signal processing
techniques, offering quality/reliability criteria and additional measurement request mechanisms to
satisfy these quality/reliability criteria. To achieve a certain level of precision and reliability, large
amounts of measurement data may be needed in constructing a cartography that relies only on
reported measurements. It is clear that such large amounts of data are bound to create storage and
dissemination problems in the network.

The challenge of such effort lies in finding pragmatic solutions for constructing, keeping and
updating measurement databases combined with efficient signal processing techniques that achieve
high levels of precision and reliability with the minimum proportion of measurement data.

A framework that describes the needed functionalities for such effort is described in [66]. A
spatial interpolation method based on Krige’s work [68] and on a simple spatial covariance model for
the interference was proposed in [67]. A framework in which the correlation model is derived from
measurements and applied to kriging was also introduced independently in [60]. Another
interpolation method based on a predefined propagation model was introduced in [69], by
constructing a basis expansion model of the PSD in space and time. By exploiting the sparsity induced
by the adopted scenario (scarce distribution of active transmitters in the area of interest and narrow-
band nature of transmit-PSDs relative to the broad swaths of usable spectrum) the proposed solution
could also estimate, as a by-product, the localization of transmitting radios. An alternative to the last
solution, also based on a PSD basis expansion model was given in [70], using splines for spatial
interpolation. This solution does not require a spatial covariance model as in [67] or a propagation
model as in [69]. Finally, in [71] spatial statistics techniques were applied to measurement data and
simulations in order to find realistic parameterisations for correlation functions that can be used for
spatial interpolation.

Similar approaches which estimate the interference temperature of an area by appropriately
utilizing multiple measurements exist in the literature. In [39] the interference temperature was
estimated by proper use of the SVD, whereas in [72] a separation of the contributing transmitting
sources was also accomplished through the use of recent advances in the field of large dimensional
random matrix theory.

The limited work in this new field combined with the potential advances promised in the context
of cognitive radio constitute a good target research field for FARAMIR.

4.5 Conclusions and Roadmap for the Review

We have seen that REMs have a large number of potential application areas, depending on the
considered scenario and the capabilities of that particular REM. Nevertheless, there is significant
amount of research and design work that the project has to carry out during its lifetime to make
REMs practical engineering reality for wireless networks. The diversity of applications and potential
scenarios indicates that there will not be a single deployment architecture or REM design. Instead,
there seems to be a requirement for supporting a variety of deployments, both in terms of REM
storage, as well as both production and consumption of data from REMs. This calls for a flexible
architecture in which key interfaces and data models are defined precisely, together with extension
mechanisms for adding support for new types of information to be measured, stored and consumed.
The actual internal implementation of the REM should be left open, however, since this provides
flexibility in tailoring the implementation solutions for particular deployment scenarios. The project
will nevertheless develop concrete prototype implementations of REM solutions in order to obtain
experience on challenges and merits of different solutions.

The focus on the rest of this Deliverable is to review the state of the art of the various technical
components pertaining to radio environment maps, as well as different mechanisms for enabling and
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implementing cognitive wireless networks. In the following Section, different spectrum sensing
techniques will be discussed in detail since, in any scenario involving REMs, sensing provides one of
the key sources of data. This is followed by a review of the different spectrum sharing and resource
management solutions for CWN in Sections 6 and 7. In Section 8 different testbed implementations
are discussed, as well as different measurement campaigns on spectrum use and various models for
spectrum data derived as a result of those measurements. The latter form one of the most important
types of information REMs could be used to store and construct, and thus are critical for the present
review. The development of standards related to REMs and corresponding IPR issues are discussed
in Section 9. Finally, in Section 10 we draw conclusions, especially commenting on the level of
maturity of the different technologies encountered in the review, and corresponding need for further
research work in the context of the project.
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5 Spectrum Sensing

Radio-Environment Awareness (REA) is a general requirement in communication systems that
includes special tasks like detection (sensing) and Position-Location Estimation (PLE) of radio-
emission sources, the subsequent identification of their internal features (if such identification is
needed), description of the spectral profile of a given frequency band as “perceived” (i.e., potentially
measured or extrapolated) at a particular location in space/time, and so on. All these tasks are meant
to help the creation, improvement and updating of Radio Environmental Maps (REM) which can then
be applied to many applications and services such as improving the capacity of cellular and other co-
existing networks, hand-overs between them for load-balancing and interference-avoidance purposes,
the introduction of Dynamic Spectrum Allocation (DSA)-based services, emergency communication
systems, GPS-denied PLE, and so on. The ability to accurately characterize the operational
environment by identifying the presence of, classifying their constituent parts (waveforms, in
particular), and locating RF emitters in spatial terms is of great importance to all these applications.
Currently emerging cognitive radio systems and networks induce heavy requirements on REA for
determining unused spectrum bands and utilize them in an efficient way [73].

A cognitive radio (CR) is designed to be aware of and sensitive to the changes in its surrounding,
which makes spectrum sensing an important requirement for the realization of CR networks.
Spectrum sensing enables CR users to exploit the unused spectrum portion adaptively to the radio
environment. This capability is required in the following cases: (1) CR users find available spectrum
holes over a wide frequency range for their transmission (out-of-band sensing), and (2) CR users
monitor the spectrum band during the transmission and detect the presence of primary networks so
as to avoid interference (in-band sensing). The following functionalities for spectrum sensing are
discussed in the succeeding sections:

e Primary User (PU) detection: The CR user observes and analyzes its local radio environment.
Based on these location observations of itself and its neighbours, CR users determine the
presence of PU transmissions, and accordingly identify the current spectrum availability.

e Cooperation: The observed information in each CR user is exchanged with its neighbours so
as to improve sensing accuracy.

e Sensing control: This function enables each CR user to perform its sensing operations
adaptively to the dynamic radio environment. In addition, it coordinates the sensing
operations of the CR users and its neighbours in a distributed manner, which prevents false
alarms in cooperative sensing.

We distinguish here between active and passive REA. The active version allows cooperative
interrogation of the various RF sources and seeks their willing engagement in completing the REA
mission. When REA is performed in a passive manner, however, then it requires that many radio-
waveform parameters (e.g., the occupied bandwidth, the embedded data rate and modulation type,
possibly the bit-stream itself) and other related features (the transmission medium’s characteristics,
signal direction of arrival, Doppler shifts, etc.) must be identified quickly, efficiently and accurately
without the help of the emitting source [74].

A total REA system should, at a minimum, contain the following parts:

* A front-end processing block which detects (“senses”) the signals of interest (such as the PU) and
provides coarse estimates of certain critical RF characteristics such as operating frequency,
spectral occupancy, baud rate, noise level, Signal-to-Noise Ratio (SNR), etc.;

* A processor which provides finer estimates of operational environment characteristics (such as a
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channel estimate) as well as high-quality estimates of spatial emitter characteristics, such as
Angle-of-Arrival  (AOA), Time-of-Arrival/Time-Difference-of-Arrival (TOA/TDOA), and
Frequency-of-Arrival/Frequency-Difference-of-Arrival (FOA/FDOA), whenever the scenario
permits such. We term them all or a subset thereof “XOA”.

* A Geo-Location System (GLS) that combines all the above plus (possibly) GPS-aided platform
location/orientation information in order to provide emitter position location as accurately as

physically possible.

* An all-encompassing Radio Environmental Map (REM) system that receives all this relevant
estimated information (plus, possibly, other database-related entries) for a final assessment on,
and presentation of, the radio environment and its properties.

5.1 PU Activity Models

In order to describe the dynamic nature of CR networks, we need a new metric to capture the
statistical behaviour of primary networks, called primary user (PU) activity. Since there is no
guarantee that a spectrum band will be available during the entire communication of a CR user, the
estimation of PU activity is a very crucial issue in spectrum decision.

Most of CR research assumes that PU activity is modelled by exponentially distributed inter-
arrivals, [75]-[80]. In this model, the PU traffic can be modelled as a two state birth—death process
with death rate & and birth rate /. An ON (Busy) state represents the period used by PUs and an

OFF (Idle) state represents the unused period [81]. Since each user arrival is independent, each
transition follows the Poisson arrival process. Thus, the length of ON and OFF periods are
exponentially distributed. There are some efforts to model the PU activity in specific spectrum bands
based on field experiments. In Annex II details on the On-Off model are provided. In [82], the
characteristics of primary usage in cellular networks are presented based on the call records collected
by network systems, instead of real measurement. This analysis shows that an exponential call arrival
model is adequate to capture the PU activity while the duration of wireless voice calls does not follow
an exponential distribution. Furthermore, it is shown that a simpler random walk can be used to
describe the PU activity under high traffic load conditions.

In [83], a statistical traffic model of Wireless LANs based on a semi-Markov model is proposed to
describe the temporal behaviour of wireless LANs. Through empirical studies, it is shown that a
hyper-Erlang distribution of the busy duration provides the best fitness to both stationary UDP traffic
and non-stationary HTTP traffic in Wireless LANs. However, the complexity of this distribution
hinders its practical implementation in CR functions. The above approaches are fixed models based
on offline measurements. Hence, they do not adequately capture the time varying nature of the PU
activity. In addition, similar to the classical Poisson model, these approaches fail to capture the bursty
and spiky characteristics of the monitored data [84], [85]. However, as mentioned in [82], accounting
for the short term fluctuations is also important so that CR users can accurately detect more
transmission opportunities.

In order to accurately track the changing PU activity a novel real-time based PU activity model
for CR networks is developed in [86]. Here, the PU signal samples are first collected over a pre-
determined duration. Then, the observed PU signals are clustered together, if they are greater than a
threshold. Based on this clustering, the current PU arrival-departure rates can be estimated. The
duration of collecting the signal samples, as well as the threshold for classifying the observed value as
a legitimate PU signal are calculated in this work. However, this approach needs several PU signal
samples collected at one centralized location. Thus, this needs to be extended for CR ad hoc networks
(CRAHN:S), so that each CR user may form individual clusters of the PU signals, based on their local
observation, which can then be combined to give the complete PU activity model. Moreover, the
additive white Gaussian noise (AWGN) channel model used in the proposed approach does not
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incorporate the effects of fading and shadowing, which can lower the accuracy of the PU activity
prediction.

52  PU Detection

A cognitive radio is designed to be aware of and sensitive to the changes in its surrounding,
which makes spectrum sensing an important requirement for the realization of CR networks.
Spectrum sensing enables CR users to adapt to the radio environment by determining currently
unused spectrum portions, so-called spectrum holes without causing interference to the primary
network.

Generally, spectrum sensing techniques can be classified into three groups: (1) primary
transmitter detection, (2) cooperative detection, (3) primary receiver detection, and (4) interference
temperature management as shown in Figure 16. In the following sections, we describe these
spectrum sensing methods for CR networks and discuss the open research topics in this area as
described in the following.

Spectrum Sensing
Transmitter Cooperative Interference-Based
Detection Detection Detection
Matched Filter Energy Cyclostacionary Wavelet
Detection Detection Feature Detection Detection

Figure 16: Classification of spectrum sensing techniques (from [36]).

52.1 Transmitter Detection (Non-Cooperative Detection)

Since CR users are usually assumed not to have any real-time interaction with the primary
transmitters and receivers, they cannot know the exact information on current transmissions within
the primary networks Thus, in transmitter detection, in order to distinguish between used and
unused spectrum bands, CR users detect the signal from a primary transmitter through the only local
observations of CR users, as shown in Figure 17. Thus, CR users should have the capability to
determine if a signal from the primary transmitter is locally present in a certain spectrum. Basic
hypothesis model for transmitter detection can be defined as follows:

N
X()_{hs(t)+n(t) H,

where X(t) is the signal received by the CR user, S(t) is the transmitted signal of the primary user,
N(t) is a zero-mean additive white Gaussian noise (AWGN) and h is the amplitude gain of the
channel. H, is a null hypothesis, which states that there is no licensed user signal in a certain
spectrum band. On the other hand, H, is an alternative hypothesis, which indicates that there exists

some primary user signal.
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Figure 17: Primary transmitter detection (from [43]).

Three schemes are generally used for the transmitter detection: matched filter detection, energy
detection and feature detection [44].

Matched Filter Detection When the information of the primary user signal is known to the CR
user, the optimal detector in stationary Gaussian noise is the matched filter for maximizing the signal
to noise ratio (SNR) in the presence of additive stochastic noise. This detection method requires only
O(1/SNR) samples to achieve a detection error probability constraint [44]. However, the matched
filter requires not only a priori knowledge of the characteristics of the primary user signal but also the
synchronization between the primary transmitter and the CR user. Hence, if this information is not
accurate, then the matched filter performs poorly.

Energy Detection If the receiver cannot gather sufficient information about the primary user
signal, for example, if the power of the random Gaussian noise is only known to the receiver, the
optimal detector is an energy detector. In the energy detection, CR users sense the presence/absence
of the primary users based on the energy of the received primary signal. In order to measure the
energy of the received primary signal, the received signal is squared and integrated over the
observation interval. Finally, the output of the integrator is compared with a threshold to decide if a
primary user is present.

The energy detector requires O(L/ SNR?) samples for a given detection error probability. Thus,
if CR users need to detect weak signals (SNR: -10dB to -40 dB), the energy detection suffers from
longer detection time compared to the matched filter detection [44].

While the energy detector is easy to be implemented, it can only determine the presence of the
signal but cannot differentiate signal types. Thus, the energy detector often generates the false
detection triggered by the unintended signals. Another shortcoming is that since the energy detection
depends only on the SNR of the received signal, its performance is susceptible to uncertainty in noise
power. If the noise power is uncertain and can take any value in the range of X dB, the energy
detector will not be able to detect the signal reliably as the SNR 1is less than the

threshold1010g,, 10" —1, called an SNR wall [88]. For a detailed analysis and discussion on the
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fundamental role of SNR walls in sensing, see the seminal papers of Tandra and Sahai [89], [90]. For
further discussion on properties of energy detectors, see [91], [92].

Cyclostationary Feature Detection Modulated signals are, in general, coupled with sine wave
carriers, pulse trains, repeating spreading, hopping sequences, or cyclic prefixes, which result in built-
in periodicity. Thus, these modulated signals are characterized as cyclostationarity since their mean
and autocorrelation exhibit periodicity. The feature detector exploits this inherent periodicity in the
primary user’s signal by analyzing a spectral correlation function [93]. The main advantage of the
feature detection is its robustness to the uncertainty in noise power. The feature detector
distinguishes between the noise energy and the modulated signal energy, which is the result of the
fact that the noise is a wide-sense stationary signal with no correlation, while the modulated signals
are cyclostationary with spectral correlation due to the built-in periodicity. Furthermore, since the
feature detector is also capable of differentiating different types of signals, it can tolerate false alarms
caused by the external signals, such as those from other CR users or interference. Therefore, a
cyclostationary feature detector can perform better than the energy detector in differentiating
different signal types. However, it is computationally complex and requires significantly long
observation time.
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Figure 18: Transmitter detection problem (from [36]).
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Wavelet Detection: Sensing wideband spectrum with multiple sub-bands can be viewed as an edge
detection problem. In the wavelet detection technique, wideband spectrum is considered as the
continuous sub-bands where the power spectral characteristics are smooth within bands but change
abruptly on the border of bands. By employing a wavelet transform of the power spectral density
(PSD) of the observed signal y(t), the singularities of the PSD Sy(f) can be located and thus the vacant
frequency bands can be found. The wavelet detection approach is particularly useful when detecting
non-contiguous bands in the wide spectrum. In [87] Tian and Giannakis proposed a wavelet approach
to wideband spectrum sensing for cognitive radios. Their solution is based on the gradient wavelet
modulus and multi-scale wavelet products. The local maxima of the wavelet modulus have sharp
variation points, and this principle is exploited for spectrum sensing purposes.

5.2.2 Receiver Detection

Although cooperative detection reduces the probability of interference, the most efficient way to
detect spectrum holes is to detect the primary users that are receiving data within the communication
range of a CR user. As depicted in Figure 19, the primary receiver usually emits the local oscillator
(LO) leakage power from its RF front-end when it receives the signals from the primary transmitter.
In order to determine the spectrum availability, a primary receiver detection method exploits this
local oscillator (LO) leakage power instead of the signal from the primary transmitter and detects the
presence of the primary receiver directly [94]. Such an approach may be feasible for TV receivers only
or need further hardware such as a supporting sensor network in the area with the primary receivers.

CR users detect the LO
leakage power for the
) Local Oscillator (LO) dctcct!on of primary
Primary [ eakage Pow users instead of the
Bﬂ-‘_"‘-" FREEES COWEE fransmitted signals
station

When primary users receive
the signals from the
transmitter. they emit the
LO leakage power.,

CR User

Primary User

Figure 19: Primary receiver detection (from [43]).

5.3 Cooperation

Due to the lack of interactions between the primary users and the CR users, the transmitter
detection techniques rely on the weak signals from only the primary transmitters. Hence, transmitter
detection techniques alone cannot avoid the interference to primary receivers because of the lack of
primary receiver’s information as depicted in Figure 20. Moreover, transmitter detection models
cannot prevent the hidden terminal problem. A CR user (transmitter) can have a good line-of-sight to
a CR receiver, but may not be able to detect the primary transmitter due to shadowing as shown in
Figure 20. Therefore, sensing information from other users is required for more accurate primary
transmitter detection, which is referred to as cooperative detection. Cooperative detection is
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theoretically more accurate since the uncertainty in a single user’s detection can be minimized
through collaboration [95]-[97]. Moreover, the multi-path fading and shadowing effects can be
mitigated so that the detection probability is improved in a heavily shadowed environment.
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Figure 20: Cooperative transmitter detection under highly faded and shadowed environment.

Assume there are three CR users as illustrated in Figure 20. Since CR user 1 receives a weak
signal (with a low SNR) due to the multi-path fading, it cannot detect the signal of the primary
transmitter. CR user 2 is in the shadowing area so it cannot detect the primary user, either. Only CR
user 3 detects the signal of the primary user correctly. In this case, CR users 1 and 2 will cause
interference if they try to transmit based on their local observations. However, by exchanging sensing
information with CR user 3, CR users 1 and 2 can detect the existence of the primary user even
though they are under fading and shadowing environments.

As explained above, in traditional cooperative detection, the spectrum band is decided to be
available only if no primary user activity is detected. Even if only one primary user activity is
detected, CR users cannot use this spectrum band [95]. From this detection criterion, the cooperative

detection probability P of N CR users is obtained by P§=1-(1—pP,)" where P, is the
detection probability of the individual CR user.

While this decision strategy surely increases the detection probability, it increases the cooperative
false alarm probability, P =1—(1—pP ;)" where P is the false alarm probability of the individual

CR user, which leads to lose more spectrum opportunities. Furthermore, cooperative approaches
cause adverse effects on resource-constrained networks due to the overhead traffic

5.4 Sensing Control

The main objective of spectrum sensing is to find more spectrum access opportunities without
interfering with primary networks. To this end, the sensing operations of CR users are controlled and
coordinated by a sensing controller, which considers two main issues on: (1) how long and frequently
CR users should sense the spectrum to achieve sufficient sensing accuracy in in-band sensing, and (2)
how quickly CR user can find the available spectrum band in out-of-band sensing, which are
summarized in Figure 21.
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Figure 21: Configuration parameters coordinated by sensing control (from [43]).

5.4.1 In-band Sensing Control

The first issue is related to the maximum spectrum opportunity as well as interference
avoidance. The in-band sensing generally adopts the periodic sensing structure where CR users are
allowed to access the spectrum only during the transmission period followed by sensing
(observation) period. In the periodic sensing, longer sensing time leads to higher sensing accuracy,
and hence to less interference. But as the sensing time becomes longer, the transmission time of CR
users will be decreased. Conversely, while longer transmission time increases the access
opportunities, it causes higher interference due to the lack of sensing information. Thus, how to select
the proper sensing and transmission times is an important issue in spectrum sensing.

Sensing time optimization is investigated in [98] and [99]. In [99], the sensing time is determined
to maximize the channel efficiency while maintaining the required detection probability, which does
not consider the influence of a false alarm probability. In [98], the sensing time is optimized for a
multiple spectrum environment so as to maximize the throughput of CR users.

The focus in [100] and [101] is on determining optimal transmission time. In [101], for a given
sensing time, the transmission time is determined to maximize the throughput of the CR network
while the packet collision probability for the primary network is under a certain threshold. However,
similar to [99], this method does not consider a false alarm probability for estimating collision
probability and throughput. In [100], a maximum transmission time is determined to protect multiple
heterogeneous PUs based on the perfect sensing where no detection error is considered. All efforts
stated above, mainly focus on determining either optimal sensing time or optimal transmission time.
On the other hand, in [79], a theoretical framework is developed to optimize both sensing and
transmission times simultaneously in such a way as to maximize the transmission efficiency subject to
interference avoidance constraints where both parameters are determined adaptively depending on
the time-varying cooperative gain.

542 Out-of-Band Sensing Control

In the case of the cognitive radio ad hoc networks (CRAHNSs) when a CR user needs to find new
available spectrum band (out-of-band sensing), a spectrum discovery time is another crucial factor to
determine the performance of the CR network. Thus, this spectrum sensing should have a
coordination scheme not only to discover as many spectrum opportunities as possible but also to
minimize the delay in finding them. This is also an important issue in spectrum mobility to reduce the
switching time.

First, the proper selection of spectrum sensing order can help to reduce the spectrum discovery
time in out-of-band sensing. In [102], an n-step serial search scheme is proposed mainly focusing on
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correlated occupancy channel models, where the spectrum availability of current spectrum is
assumed to be dependent on that of its adjacent spectrum bands. In [77] and [78], both transmission
time and spectrum searching sequence are optimized by minimizing searching delay as well as
maximizing spectrum opportunities.

Moreover, if the CR user senses more spectrum bands, it is highly probable to detect a better
spectrum band while resulting in longer spectrum searching time. To exploit this tradeoff efficiently,
a well-defined stopping rule of spectrum searching is essential in out-of-band sensing. In [103], an
optimal stopping time is determined to maximize the expected capacity of CR users subject to the
maximum number of spectrum bands a CR user can use simultaneously.

5.5  Spectrum sensing classification

Generally, from the different point of view, spectrum sensing can be different classification.
Therefore, spectrum sensing can be classified three categories: cooperation with/without CR user,
interaction with/without PU and the detected object. It is as shown in Figure 22. In the following
sections, we describe these spectrum sensing classification methods for CR networks and discuss the
open research topics in this area.

Spectrum sensing

Different classification perspective

Cooperation with/without Interaction with/without . .
. Detection object
CR users primary user

Single node Cooperative Collaboration Non-collaboration Transmitter
spectrum sensin, spectrum sensin spectrum sensin spectrum sensin detection

Figure 22: Classification of spectrum sensing.

| Receiver |
detection

5.5.1 Cooperation with/without CR users

From the point of view of cooperation with/without CR users, spectrum sensing can be classified
into single node sensing and cooperative sensing.

5.5.1.1  Single node sensing

Single node sensing, which is also called as local sensing, means just one CR node determine if
the primary user is present in a certain spectrum without cooperation between nodes. Therefore,
single node sensing mainly focuses on some sensing algorithms including blind detection and feature
detection.

5.5.1.2  Cooperative spectrum sensing

Due to the lack of interactions between the primary users and the CR users, spectrum sensing
relies on the signals from only the primary users. When single node spectrum sensing, there is the
hidden terminal problem, which happens when the cognitive user is shadowed or in deep fade. To
address this issue, multiple cognitive users can be coordinated to perform spectrum sensing, which is
referred to as cooperative spectrum sensing.

Cooperative spectrum sensing is theoretically more accurate since the uncertainty in a single
user’s detection can be minimized through collaboration. Moreover, the multi-path fading and
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shadowing effects can be mitigated so that the detection probability is improved in a heavily
shadowed environment. In general, cooperative spectrum sensing is performed as follows:

Step 1: every cognitive user performs local spectrum measurements independently and makes a
decision.

Step 2: all or partial of the cognitive users forward their decision to a fusion node which can be
an AP in a wireless LAN or a BS in a cellular network.

Step 3: the fusion nodes combine those decisions and makes a final decision to infer the absence
or presence of the PU in the observed frequency band.

5.5.2 Interaction with/without PU

From the point of view of interaction with/without PU, spectrum sensing can be classified into
collaboration and non-collaboration spectrum sensing.

5.5.2.1  Collaboration spectrum sensing

When CR users have real-time interaction with the primary user, they can know the exact
information on current spectrum band. Thus, CR users can reduce the sensing spectrum band number
and sensing time, even not sensing.

5.5.2.2  Non-collaboration spectrum sensing

Since CR users are usually assumed not to have any real-time interaction with the primary users,
they cannot know the exact information on current transmissions within the primary networks.

5.5.3  The detected object

From the point of view of the detected object, spectrum sensing can be classified into transmitter
detection and receiver detection.

5.5.3.1  Transmitter detection

The more detailed description can be seen in Section 5.2.1.

5.5.3.2  Receiver detection

The more detailed description can be seen in Section 5.2.2.

5.6 Radio-Source Localization

A cognitive radio has the ability to capture or sense the information from its radio environment.
If the gathered information is associated with the location of the radio-sources, we provide a more
accurate view of the observed environment. For this purpose, ranging techniques are used for
localization. These techniques provide local information in terms of distance or orientation related to
the neighbours of a cognitive radio device. This local information can then be combined to provide
location estimates.

Ranging techniques are based on message exchanges between CR users, corresponding signal
strength, and timing measurements in the network. The received signal strength or the timing
information can be converted into distance measurement. Similarly, the direction from which the
signal has been received can be measured through sophisticated antenna configurations, and thus
providing orientation information for the device with respect to its neighbours.

Local information from several neighbour CR users in terms of distance, orientation, or
connectivity are usually combined to provide location estimates and minimize the erroneous
information from a single measurement through multiple measurements. The individual
measurements can be regarded as constraints for an optimization problem and the most likely
location of the device can be estimated through maximum likelihood (ML) techniques.
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While these techniques usually result in highly accurate location estimation, the processing
required for optimization is significantly large. The formalization of the localization problems
requires high processing power and memory. Consequently, most algorithms cannot be efficiently
performed because of processing or memory constraints.

The computation constraints of the individual cognitive radio can be addressed through
centralized solutions, where the constraints for a global optimization problem is determined by each
CR user and sent to the CR base station. Then, the CR base station can solve this global problem and
determine the locations of the nodes. While these centralized techniques are efficient in terms of
processing, they incur high communication overhead and create single point of failure problems.
Consequently, protocols with simple and distributed localization algorithms, which will not increase
the processing or energy consumption of individual CR users, can be developed.

Next, we describe the ranging techniques in CR networks, namely: received signal strength, time
of arrival, time difference arrival, and angle of arrival.

5.6.1 Ranging and Direction Detection Techniques

The ranging techniques are methods through which the distance or angle to a particular radio
device can be found. The main ranging techniques are:

L. Received Signal Strength (RSS)
The most common ranging technique is based on received signal strength measurements. Since
each CR user is able to report the received signal strength, this technique has minimal hardware
requirements. The main idea is to estimate the distance of a transmitter device to a CR receiver
using the following information:

e The power of the received signal,
e The knowledge of the transmitted power,
e The path loss model.

If the transmitted power is known by the receivers, the received signal strength can be used to
estimate the distance with an error proportional to the uncertainty factor and the RSS measurement
error. The accuracy of the RSS based ranging techniques is limited. First, the effects of shadowing and
multipath may be severe and require multiple ranging measurements. Moreover, in cases where there
is no line of sight between the transmitter and a CR receiver, the received signal strength
measurements result in a significant error in distance measurements. If a CR user is not in the line of
sight of the transmitter device because of an obstacle, it receives the transmitted signals through
reflections from the environment. The signal received by the CR user traverses a longer path than the
direct path and the reflected signal is attenuated more, which results in a longer distance
measurement than the actual distance between the transmitter and the CR receiver. This type of error
is more severe than multipath effects because multiple measurements cannot improve the distance
estimate. Since each of the measurements is still based on reflected rays, the error in distance
measurements cannot be corrected. Another major challenge with the RSS based distance
measurements is the difficulty in estimating the parameters for the channel model.

II.  Time of Arrival (ToA)

ToA techniques rely on accurate measurements of transmit and receive times of signals between
two radios. These measurements are used to estimate the distance based on the propagation time and
the speed of the signal. Since timing information is used for distance measurements, synchronization
is essential for these techniques. ToA techniques require very accurate time measurement hardware to
measure the actual received time of the signals. Any small error in time measurement can result in
large distance estimate errors because of the high propagation speed of RF signals in air.
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III.  Time difference arrival (TDoA)

While actual propagation time measurements of a signal require sophisticated measurement
hardware, the difference between the receive time of two separate signals can be used to estimate the
distance between radio devices. Since less accurate measurements are tolerated, time difference of
arrival (TDoA) techniques can be used for CR networks in practice.

IV.  Angle of Arrival (AoA)

In addition to signal strength and time, the direction of the received signal can be very helpful
for localization, assuming the Rx is endowed with the proper array of antennas, the right calibration,
etc. Thus, all AOA techniques rely on directional antennas or special multiple antenna configurations
to estimate the angle of arrival of the received signal. Such techniques can provide very high
localization accuracy (much higher than the other techniques), depending on the AOA measurement
accuracy. However, as mentioned, high-complexity antenna arrays are required for direction
measurement, which increases the hardware and software cost (particularly if multiple RF chains are
involved).

This spatial dimension embedded in the AOA dimension (in other words, multi-antenna
reception) is a particularly potent mechanism for the REA mission and extensive literature exists on
the subject in the past 30+ years. In fact, many such platforms exist and operate in the government
space, particularly for airborne applications; the corresponding application of high-resolution
direction-finding on the ground is more recent and less established as a proven-and-true technology
due to the challenges of ground propagation. The classical array model in the standard literature
assumes Line-of-Sight (LOS) environments with “clean” single-AOA paths. These techniques,
however, typically cannot provide reliable AOA estimates in a multipath environment.

The traditional tools for AOA estimation (namely ESRPIT and MUSIC [104], [105]) have been
based on forming the spatial correlation matrix and the performing eigen-value decomposition in
order to arrive at signal and noise subspaces. In sum, if L statistically signals impinge on an M-
element array, then the signal subspace is the one spanned by the eigenvectors corresponding to the L
largest eigen-values, whereas the noise subspace is the one spanned by the eigenvectors
corresponding to the M-L smallest eigen-values (also called “noise eigen-values”). Subspace-based
algorithms use either one of these two subspaces to estimate the AOA’s, and their performance is
limited by the accuracy of separating these two subspaces. A bound for AOA estimation (without
channel multipath or delay spread) was derived in [106]. As mentioned above, however, these
algorithms fail to provide reliable AOA estimates when they operate in a multipath environment. In
order to modify the MUSIC-like processors in order to accommodate multiple paths (with a different
AOA each) of the same signal source, a condition alternately called “fully-correlated signals” or
“coherent multipath”, some special pre-processing (“spatial smoothing”) must take place [107].
Within this “classical” array-processing framework, only AOA estimation can be achieved and the
maximum number of impinging signals that can be spatially separated is limited by the
aforementioned bound. These limitations are due to the fact that (a) this model does not explicitly
account for the inherent waveform structure of digital modulation formats and (b) the use of eigen-
analysis limits the size of the search to the dimensions of the formed correlation matrix.

In contrast to the above philosophy, several studies ([108],[109]) have demonstrated that
likelihood-based algorithms applied to the array-reception model provide performance superior to that
of subspace-based algorithms. The former adopts a generic signal format (no special waveform details
assumed) whereas the second models precisely the reception as a function of the digital modulation,
the transmit- and receive-filters, the AOA as well as the TOA of the various arriving paths, etc.
Likelihood-based algorithms are capable of operating in a variety of challenging propagation
environments, including those with significant multipath. In particular, array modelling and
processing procedure suitable for digital communication systems have been developed. This
procedure in [108], termed JADE, utilizes training data sequences in order to estimate the overall
channel which is then converted via traditional spatial-correlation-matrix formation and the use of

FARAMIR PUBLIC DISTRIBUTION Page 43 of 160
© FARAMIR and the authors



FARAMIR Document: D2.1
(ICT-248351) Date: 30.04.2010

subspace algorithms (e.g.,, MUSIC, ESPRIT) to AOA (and TOA) estimates. This procedure can be
extended to operational environments where training data is not available (the so-called blind
methods). Using innovative likelihood-based conversion algorithms, it has been demonstrated that
reliable AOA estimation performance can be achieved using very small data records without the need
for any training data. For cases where the difference of TOA’s between paths is larger than 10% of the
symbol duration, algorithms exist which estimate with accuracy the TOA’s and AOA’s of paths
whose number may exceed the number of array elements. This approach is far more computationally
efficient than other likelihood-based algorithms that have been suggested in the open literature. On
the other hand, when the impinging propagation paths are even more closely packed in the time
domain than the above-mentioned threshold of about 0.1T, it can be shown that the paths can be
efficiently discerned only in the spatial (AOA) domain. Then, the number of physically
distinguishable propagation paths is indeed upper-bounded by the number of array elements. For
this case, an AOA-only conversion algorithm has also been developed which provides better
performance than other classical AOA estimation algorithms. Algorithmic performance of any
algorithm is always compared to the appropriately computed Cramer-Rao Lower Bound (CRLB).

After estimating position-related signal parameters, such as RSS, TOA, TDOA and AOA, as
mentioned above, source position estimation is performed based on various techniques. An extended
analysis of these techniques can be found in [110]. In particular, there exist two main categories of
techniques:

* Geometric and statistical techniques estimate the location of the unknown device directly from the
position related parameters estimated from the received signal by using geometric properties and
statistical approaches respectively.

Geometric techniques are further divided into the following main classes:

e LATERATION. The lateration approach uses one of the following localization input
paramet